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    Last week I was in Vegas presenting the new release of peepdf, version 0.2. Since my release at Black Hat Amsterdam some months ago I hadn't created a new package so it was time to do it. You can now download the new package here or use “peepdf -u” to update it to the latest version.

  



  

So the main new features, besides the fixed bugs, are the following:

	
Added support for AES in the decryption process: Until now peepdf supported RC4 as a decryption algorithm but AES was a must. Now here it is, so no more worries for decrypted documents. I will be ready for new changes in the decryption process, someone in Vegas told me that the next AES modification for PDF files is coming...




  



  

	
Added decrypt command: The normal way of sending malicious encrypted PDF files is with no user password, so the victims don't need to put any password manually, it uses the “default” blank password to decrypt it. However, in some cases the password was written in the emails body, for instance. For these cases we can use the decrypt command. In a preliminary analysis we see an error that tell us that the password is not correct. But we can use this new command to perform another analysis giving the password used to encrypt the file. This way we can see all the encrypted objects without problems.




 


 

  

 

  

	
Shellcode emulation with pylibemu: The shellcode emulation with peepdf was performed with the sctest binary directly. It wasn't that smart so I had in the TODO list taking a look at the alternatives. Thanks to Angelo Dell'Aera, pylibemu author, I've finally included an smarter way to do it, adding pylibemu to the project. The result is very similar but now you won't need the sctest binary but installing pylibemu. Besides this, if the shellcode uses the URLDownloadToFile function, pylibemu will try to download the binary to disk. Also, other of the good things of this change is that I can work with Angelo closely to solve any potential issues :) I recommend using the git repository to update the libemu files and then install the latest version of pylibemu.






	
Added support for HTML entities decoding: One method to obfuscate Javascript code is to encode it with HTML entities. Sascha Weiss shared some samples with me at Black Hat Amsterdam this year (thanks!) and now it's supported and transparent for the user.




 



 



 

	
Extraction of Javascript code from XDP packets: When Javascript code is found in a XDP packet (XFA template) normally it's stored in XML format, in a script element. Until now when you executed the js_code command with an XDP object you had the full content, including the script element, but now the JS code is correctly extracted, without garbage.






	
Added support for CCITTFaxDecode filter: One more for the collection of supported filters. Thanks to Binjo this decoding filter is included now, due to the fact that we have seen some malicious files including this type of encoding this year.






	
More colors in the interactive console: I have included more colors in the interactive console to highlight the important elements shown in the info command, like objects containing Javascript code or trigger elements. for example. Also, errors (red) and warnings (yellow) are colorized now. You can always use the -g option (grinch mode) to avoid the colorized output.

     




You can find the full content of the changelog here. If you find any bug, you have a suggestion or you want to collaborate with the project be free to email me, I will be happy to respond you ;) Also, you can follow the peepdf latest news on Twitter and me, if you want to contact directly.
Finally, I want to say thanks to the Black Hat organization, my employer, S21sec, and, of course, to the Arsenal people (Rachid and Nabil) for letting me go there to show the new features. Also, thanks a lot to all the contributors and people giving me feedback :)




  

Submitted by jesparza on Sun, 2012/08/05 - 17:06
  




  	Español




        

  

    	
    
  




  






  

  
 Search this site: 
 
















  Challenge 
Malware 
Fraud 
Citadel 
Javascript 
Tatanga 
Exploit kits 
Security 
Mobile 
Feodo 
Botnet 
Exploits 
ZeuS 
Social Networking 
Reversing 
Botnets 
Scripts 
Research 
Shellcode 
Black Hat 
Python 
Vulnerabilities 
NFC 
PDF 
Analysis 
Specifications 
Conferences 
peepdf 
Spam 
Tools 
more tags





  Latest blog posts

  	Dridex spam campaign using PDF as infection vector
	Adding a scoring system in peepdf
	Travelling to the far side of Andromeda at Botconf 2015
	Black Hat Arsenal peepdf challenge solution
	Black Hat Arsenal peepdf challenge
	peepdf news: GitHub, Google Summer of Code and Black Hat
	Andromeda/Gamarue bot loves JSON too (new versions details)
	Quick analysis of the CVE-2013-2729 obfuscated exploits
	Dissecting SmokeLoader (or Yulia's sweet ass proposition)
	Released peepdf v0.3


more





  Security Posts

  	Infocon: green

	News Bender Daily: Un blog de Ciberseguridad e Inteligencia Artificial

	ISC Stormcast For Friday, March 8th, 2024 https://isc.sans.edu/podcastdetail/8886, (Fri, Mar 8th)

	MacOS Patches (and Safari, TVOS, VisionOS, WatchOS), (Fri, Mar 8th)

	Attack wrangles thousands of web users into a password-cracking botnet

	You’re going to start seeing more tax-related spam, but remember, that doesn’t actually mean there’s more spam

	US gov’t announces arrest of former Google engineer for alleged AI trade secret theft

	The 3 most common post-compromise tactics on network infrastructure

	Securing AI

	Overview of Content Published in February

	Cybersecurity Concerns for Ancillary Strength Control Subsystems

	Update on Naked Security

	

	

	

	

	

	

	

	



more




  









