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Introduction to the PDF format

• Sequence of objects

• Object types
– Boolean: true false

– Numbers: 123 -98 4. -.002 123.6

– Strings: (hola) <686f6c61>

– Names: /Type /Filters

– Dictionaries: <</Type /Catalog /Root 1 0 R>>

– Arrays: [1.0 (test) <</Length 273>>]

– Streams
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– Indirect objects

• Reference: “object_id generation_number R”
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Introduction to the PDF format

• Updatable documents

– Older versions stay in the document
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Introduction to the PDF format

• Logical structure

– Tree structure

– Root node: /Catalog

– If an element isn’t in the downward path from the
/Catalog DOES NOT EXIST
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Introduction to the PDF format

• Actions
– /Launch

– /Javascript

– /GoToE (go to embedded)

– /URI

– /SubmitForm

– …

• Triggers
– /OpenAction: global

– /AA: pages, annotations
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• Practical example

– pdf.pdf (2009)
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• Automatic execution

– Avoid /OpenAction

– Use of /Catalog elements

• /Names

• /AcroForm

– /AA: applied to pages, annotations…
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Obfuscation and evasion techniques

• Strings to avoid/hide

– /Javascript /JS

– More than two “unescape” in Javascript code

– Characteristic metadata

– /pdftk_PageNum
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• Suspicious objects?

– Strings (21/43) vs. Streams (27/43)

• Filters

– Avoid known filters: /FlateDecode /ASCIIHexDecode

– Parameters (included default ones)

– Multiple filters

[ /FlateDecode /LZWDecode /RunLengthDecode ]
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• Strings/names encoding

– Names

• Hexadecimal codification
/Fl#61#74#65De#63#6f#64e (/FlateDecode)

– Strings

• Hexadecimal
<7368656c6c636f6465>

• Octal values
\163\150\145\154\154
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NO!
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Obfuscation and evasion techniques

• Hiding Javascript code

– Functions to obtain parts of the document

• getAnnots()

• getPageNumWords()/getPageNthWord()

• …

• Splitting up Javascript code

– Several objects in /Names

/Names [(part1) 3 0 R (part2) 7 0 R (part3) 10 0 R]



• Duplicated objects

• Updated objects

• Malformed documents

– Garbage bytes in the header

– Bad version number (%PDF-1.\0)

– No xref table

– No ending tags: endobj or endstream
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Obfuscation and evasion techniques

• Compressed objects (object streams)
– Incompatible with malformed documents

• Encryption
– /Encrypt (streams and strings)
– RC4 o AES (40-128bits)
– Default password

• padding = “\x28\xBF\x4E\x5E\x4E\x75\x8A\x41\x64\x00\x4E\x56\xFF\xFA”+\

“\x01\x08\x2E\x2E\x00\xB6\xD0\x68\x3E\x80\x2F\x0C\xA9\xFE\x64\x53\x69\x7A” 

• password = password + padding[:32-(len(password))]
• password = ‘’ password = padding

• Nested PDFs
– /EmbeddedFiles
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• Mixing techniques
• Summary:

– Remove characteristic strings
– Split up Javascript code (/Names)
– If the code is in:

• String octal encoding (\143\172)
• Stream filters (not usuals, parameters)

– Compress (object streams)
– Encrypt (default password)
– Malform (endobj, header)
– Nest PDFs
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Obfuscation vs. Antivirus

• Better results

– JS in string + octal + no characteristic strings

• object stream
– malformed + nested + filters with parameters (0/43)
http://www.virustotal.com/file-scan/report.html?id=fbfd6df6a14f3cab3742d84af2b7d3d881ad11ef7d1344ba166092c890f47f77-1298457739

– filters with parameters + malformed (0/43)
http://www.virustotal.com/file-scan/report.html?id=5a963ca0d20e12851fae7b98bc0e9bcf28cc0e43a12ef33450cf3877b170fa67-1298154940

• malformed: endobj, bad header (2/43)
http://www.virustotal.com/file-scan/report.html?id=9759c500df94e2ccc243f00479967ddb77484203403b79e1523ea1148077b565-1298157405

• encrypted (5/43)
http://www.virustotal.com/file-scan/report.html?id=9e2195450ee4f2c15f27b3730fb09bf004cc4bd6ef848f039291d9eea0f6b69d-1298054113

• Exploit working



Obfuscation vs. Antivirus
Antivirus Puntos débiles

AntiVir JS in string, without JS strings

Avast Embedded, no endobj, Flate params

AVG Embedded, Flate params, characteristic strings, without JS strings

BitDefender Characteristic strings, octal strings

ClamAV Flate params, octal strings, bytes header

DrWeb Characteristic strings, octal strings

F-Secure Splitted up JS code, octal strings, bytes header, object streams

Fortinet Flate params, splitted up JS code, bytes header, metadata

GData No endobj, Flate params

Kaspersky Flate params, characteristic strings, splitted up JS code, object streams

McAfee Execution with /Names, embedded, characteristic strings, hexadecimal 
names, octal strings, without JS strings



Obfuscation vs. Antivirus

Antivirus Puntos débiles

McAfee-GW Flate params, characteristic strings, octal strings

Microsoft Splitted up JS code, octal strings, bytes header, object streams

NOD32 Embedded, characteristic strings, bad header (%PDF-1.\0)

Panda JS in string, without JS strings

Prevx No detection

Sophos Without JS strings, object stream + malformed endobj, encrypted

Symantec Original detection as Downloader, JS in string, without JS strings

TrendMicro No detection

VBA32 Characteristic strings

VirusBuster No detection



Herramientas Comentarios

Wepawet No encryption support

PDFDissector Comercial, not tested

PDFStreamDumper Windows, errors with encryption, FlateDecode parameters

pdf-parser (Didier) Search in streams not supported, 3 filters, object streams and 
encryption not supported

OPAF Framework, not tested, encryption not supported

Origami Good framework (filters, object streams, encryption), it’s
necessary to code your own tool (Ruby)

PDFExaminer Does not analyse Javascript code and does not look for exploits
in object streams and encrypted objects

malpdfobj Based on PDFTools (Didier Stevens)
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peepdf

• Characteristics

– Python

– Command line

– Interactive console

– Command file option

– Last developing phase

http://peepdf.eternal-todo.com



peepdf

http://peepdf.eternal-todo.com



peepdf

• Analysis
– Decoding: hexadecimal, octal, names
– Most used filters (5)
– References in objects and to objects
– Strings search (including streams)
– Physical structure (offsets)
– Tree structure (logical)
– Metadata
– Changes between versions (changelog)
– Compressed objects
– Malformed documents support
– Javascript analysis and modification (Spidermonkey)

• unescape, replace, join

– Shellcode analysis (sctest, Libemu)
– Variables to improve analysis (set command)
– Extraction of different versions



peepdf

• Creation/Modification
– Basic PDF creation

– Creation of PDF with Javascript execution

– Object compression (object streams)

– Nested PDFs creation

– Malformed PDFs

– Strings and names codification

– Filters modification

– Object modification



peepdf

• TODO

– Encryption

– Nested PDFs analysis

– Missing filters

– Improve automatic Javascript analysis

– GUI



Conclusions

• Very low detection when:

– Nested PDFs

– Compressed objects

– New filters or filters with parameters

– Encryption

• Avoid detection by strings

• Improve parsers
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