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Introduction

Á Developed during 2011 (probably 2010 too)
Á First advertised in July 2011
Á Modular and versatile bot
Á Pings C&C periodically asking for ñtasksò
ÅExecutes additional malware (and updates)

ÅExecutes plugins

ÅCapability to send tasks to specific countries/bots/build_ids
Á Spread via spam campaigns, loaders and Exploit Kits
Á Current version: 2.10



Evolution of Andromeda

ÁBinary

ÁPlugins

ÁPanel



Evolution of Andromeda

ÁBinary

ÅRequest parameters

ÅResponse encryption

ÅPlugins decryption

ÅAnti-analysis (and bypass!)



Evolution of Andromeda

ÁBinary

ÅReferences
- http://eternal-todo.com/blog/yet-another-andromeda-gamarue-analysis

- http://eternal-todo.com/blog/andromeda-gamarue-loves-json

- http://blog.fortinet.com/post/andromeda-2-7-features

- http://blog.fortinet.com/post/new-anti-analysis-tricks-in-andromeda-2-08

- http://stopmalvertising.com/spam-scams/cve-2013-2729-and-andromeda-

2.9-a-massive-hsbc-themed-email-campaign/andromeda-botnet.html



Evolution of Andromeda

Á Binary
ÅRequest parameters

- <= 2.06

Áid:%lu|bid:%lu|bv:%lu|sv:%lu|pa:%lu|la:%lu|ar:%lu

- 2.07/2.08

Áid:%lu|bid:%lu|bv:%lu|os:%lu|la:%lu|rg:%lu

- 2.09

Áid:%lu|bid:%lu|os:%lu|la:%lu|rg:%lu

- 2.10

Á{"id":%lu, "bid":%lu, "os":%lu, "la":%lu, "rg":%lu}

Á{"id":%lu, "bid":%lu, "os":%lu, "la":%lu, "rg":%lu, "bb":%lu}
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Evolution of Andromeda

ÁBinary
ÅAnti-analysis

- Previous versions
ÁBP detection

ÁCustom exception handler

ÁComodo / Sandboxie

ÁProcess blacklist (custom hash)

ÁVM detections

ÁTime check (RDTSC)



Evolution of Andromeda

ÁBinary

ÅAnti-analysis

- Newer versions

ÁJust blacklisted processes (CRC32)
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Evolution of Andromeda

avpui.exe (Kaspersky)



Evolution of Andromeda

ÁBinary

ÅBypassing anti-analysis

- Hardcoded system drive volume hash (previous versions)

Á0x20C7DD84 (CKF81X)

- Special registry key (current version)

ÁHKEY_LOCAL_MACHINE\SOFTWARE\Policies

Åis_not_vm =botid



Evolution of Andromeda

ÁBinary

ÅThey want to fool you

- Fake payload (old versions)

- Fake URL

- Overwritten code

- RC4 algorithm modified

- Fake RC4 key



Evolution of Andromeda

ÁBinary

ÅThey want to fool you

- Fake payload (old versions)

ÁCmd.exe in port 8000
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Evolution of Andromeda

ÁBinary

ÅThey want to fool you

- Fake URLs
Áthisshitismoresafethanpentagonfuckyoufedsbecausethisisaf.com/im

age.php (2.06)

Áhttp://www.chudakov.net/goto.php?num=146897 (2.07)

Áhttp://s28.postimg.org/wmsgw5s23/image.jpg (2.08)

Áhttp://img4.joyreactor.cc/pics/post/... (2.08)



Evolution of Andromeda

ÁBinary

ÅThey want to fool you

- Code to decrypt URLs removed (since 2.07)
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Evolution of Andromeda

ÁBinary

ÅThey want to fool you

- RC4 algorithm modified (2.07/2.08)

ÁReplacing 1 byte (add/sub)

ÁCraziness trying to decrypt
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Evolution of Andromeda

ÁBinary

ÅThey want to fool you

- Fake RC4 key

ÁMD5("go fuck yourself")

Á754037e7be8f61cbb1b85ab46c7da77d



Evolution of Andromeda

ÁBase plugins (older versions)

ÅSocks4

ÅFormgrabber

ÅKeylogger

ÅRing3 Rootkit



Evolution of Andromeda

ÁBase plugins

ÅSocks5

ÅFormgrabber

ÅKeylogger

ÅTeamViewer



Evolution of Andromeda

ÁAdditional plugins

ÅTutorial/Help on how to write your own plugins



Evolution of Andromeda

ÁAdditional plugins

ÅPony

ÅPowershell + Embedded dlls

ÅSpam

ÅProxy

Åé



Evolution of Andromeda

ÁPanel

ÅShow bot information / stats

ÅCreate tasks

ÅCheck received logs (Formgrabber / Keylogger)



Evolution of Andromeda



Evolution of Andromeda



Evolution of Andromeda

ÁPanel

ÅNo too many changes in last version

ÅJust added support for:

- TeamViewer

- JSON



The Dark Side of Andromeda

ÁWho is behind Andromeda?



The Dark Side of Andromeda

d40e75961383124949436f37f45a8cb6



The Dark Side of Andromeda

ÁBusiness model

ÅSelling bot licenses

ÅCharging per rebuild (bot)

ÅPayment

- BTC, Perfect Money



The Dark Side of Andromeda

ÁBuilder

ÅUsed to create the binaries

- URLs

- RC4 key

- Builder id



The Dark Side of Andromeda

Á Jabber bot

ÅFully active since Feb 2012

ÅConnected to customer DB

ÅRefill credit

ÅBuild binaries

- Command sent to bot

- Bot responds with links to the binaries



The Dark Side of Andromeda

Á Jabber bot
Å resident: If the bot will remain installed in the system or not

Å plugins: Can be disabled if you do not plan on using plug-ins

Å integrity: Add privilege elevation

Å services: Add functionality to stop and disable security services

Å vm: Add functionality to detect the virtual machines and "bad" software

Å dns: Specifies if the bot will use Google DNS servers to resolve 
domains

Å relocs: Relocation of sections in the executable



The Dark Side of Andromeda

ÁJabber bot

Å! set | resident | off

Å! build | 123ABC | http://first.com/gate.php | 

http://second.com/gate.php



The Dark Side of Andromeda

ÁPrices

Product Oldprice

Bot v1.* $300

Bot v2.* $500

Socks4 Included

Formgrabber $500

Keylogger $200

Ring3 Rootkit $300

Product Currentprice

Bot v2.* $500

Rebuild(bot) $10

Socks5 Free

Formgrabber $500

Keylogger $200

TeamViewer $500
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Interesting use cases

ÁThe Anunak group

ÁSmilex

ÁGamaPOS

ÁAndromeda + TOR

ÁAndromeda + PDF

ÁAndromeda loving AV industry



Interesting use cases

ÁThe Anunak group

ÅReport published in December 2014 (Fox-IT+GroupIB)

ÅRussian banks and POS breaches

ÅAndromeda botnet

- Gozi/ISFB variant dropping Andromeda

- Andromeda dropping Anunak



Interesting use cases

ÁSmilex

ÅDridex operator

ÅArrested some months ago in Cyprus

ÅUsing Andromeda to distribute spambot (FortDisco)

ÅSpambot distributing Dridex via doc+macro



Interesting use cases

ÁGamaPOS

ÅTrendMicro (July 2015)

ÅAndromeda spread via DOC+Macro and Rig EK

ÅPsExec & Mimikatz

ÅGamaPOS in certain bots



Interesting use cases

ÁAndromeda + TOR

ÅWeird case

ÅSpotted by Jaime Blasco (AlienVault)

ÅDropper on Malwr

ÅSetting up proxy in the registryé



Interesting use cases

ÁAndromeda + PDF

ÅCurious case

ÅBinary executing Andromeda

ÅOpening decoy PDF file
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ÁAndromeda loving AV industry


