/Rootad®2012

Social Engineering in Banking Trojans

Jose Miguel Esparza __
Mikel Gastesi _ | e-crime



/Rootad® 2012

Agenda

Social Engineering??
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HTML Injections
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Social Engineering??

* The art of...

— ... knowing how to handle people
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Social Engineering??

e ...or how to manipulate them
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Social Engineering??

e ..to Achieve an Objective
— Information gathering
— Buildings / Rooms access
— Power
— Material possessions
— Others: flirting, favors...
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Social Engineering??

e ..to Achieve an Objective
— Information gathering
— Buildings / Rooms access
— Power
— Material possessions
— Others: flirting, favors (sexual or not)...
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Social Engineering??

* How?
— Face to face
— Phone / SMS
— Mail

* Used by
— Politicians
— Salesmen
— Delinquents / Fraudsters
— You and me
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SOC|aI Engineering??

_.

~ -

== = - SN
With this, I will manipt Iaté
your little male brain..
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Social Engineering??

* Take advantage of human nature
— Feelings / emotions / state of mind
— Behavior / personality
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Social Engineering??

* Take advantage of human nature

— Feelings / emotions / state of mind
e Sadness
* Fear
* Rancor
 Embarrassment
* Happiness
* Love
* Hope
— Behavior / personality
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Social Engineering??

* Take advantage of human nature
— Feelings / emotions / state of mind

— Behavior / personality
* Curiosity
* Inocence
* Honesty
* Generosity
* Gratitude

* Avarice
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Social Engineering??

* Take advantage of human nature
— Feelings / emotions / state of mind
— Behavior / personality

* Tendency to trust
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Social Engineering + Malware




Ransomware

DIRECCION GENERAL DE LA POLICIA
Y DE LA GUARDIA CIVIL
MINISTERIO
DEL INTERIOR

ooy

CUERPO NACIONAL DE POLICIA %

Atencion!

Fue detectado un caso de actividad ilegal. El sistema operative fue bloqueado por violacion de las leves de Espania! Fue detectada la siguiente infraccion:

Desde su direccion IP bajo el niimero "SSSiig" fue efectuado un acceso a piginas de internet que contienen pornografia, pornografia infantil, zoofilia, asimismo como violencia sobre los menores. En su ordenador

asimismo fueron encontrados archivos de video que contienen pornografia, elementos de violencia v pornografia infantil. Desde el correo electrénico asimismo se realizaba envio de spam con subtexto de terrorismo. El bloqueo

del ordenador se realiza para suprimir la posibilidad de acciones ilegales por su parte.

Your deta

Para quitar ¢l bloqueo del ordenador, usted debe pagar una multa de 100
euro.

Usted tiene uno formas de pago:

1) Realizar el pago a través de Ukash:

Para ello, por favor introduzea el cadigo recibido (en caso de necesidad junto con la

contrasena) en la linea del pago, y posteriormente pulse OK (si usted tiene varios codigos,

introdizealos uno detris de otro, y después pulse OK).

depositof@cyber-police.net

2) Realizar el pago a través de Paysafecard:

Para ello, por favor introduzea el cadigo recibido (en caso de necesidad junto con la

contrasena) en la linea del pago, y posteriormente pulse OK (si usted tiene varios codigos,

introdizealos uno detris de otro, y después pulse OK).

deposito@cyber-police.net

@kash' Donde conseguir Ukash?

Puedes adquirir Ukash en cientos de miles de establecimientos en todo el mundo, en linea, a
partir de carteras, en quioscos y cajeros. A continuacion encontraras donde puedes adquinr
Ukash en tu pais.

_g._ r;:;_Ji:;,|'|'|a|' Cajamar - A partir de ahora esta disponible Ukash en todos los
' cajeros de Cajamar.
(‘9 CAiXAqJIllCIA Calxa Gallcla - A partir de ahora Ukash esta disponible en todos los

cajeros de Caixa Galicia.

Telefonlca - Ahora, Ukash esta disponible en las 80.000 cabinas de
Telefonica.

cUponesprepago = Cuponesprepago - Consiga tu Ukash online a traves de su Internet
Bank o utilizando tu tarjeta de credito.

&, TELEcoRr conalrecargas [Oaa
epay REOS' :iliitl’ MundiRecargas
OK

@ paysafecord Donde conseguir Paysafecard?
pay cash. pay safe.
Puedes adquirnir tu paysafecard en las siguientes redes:
epay (anteriormente Movilcarga y Telerecarga), Correos, Cabinas de Telefonica, Telecor,
Opencor, Novacaixagalicia, Cajamar, Disa, GMVending. gasolineras Repsol. Campsa,
Petronor, BP, GALP. adheridos a H»4. kioscos de Red 30.000, y Canal Recargas de Telefonica.

OK
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Ransomware

Para quitar el bloqueo del ordenador, usted debe pagarjuna multa de 100

eurao.

Usted tiene uno formas de pago:

1) Realizar el pago a traves de Ukash:

Para ello, por favor introduzca el codigo recibido (en caso de necesidad junto con la
contrasenia) en la linea del pago. v postenormente pulse OK (si usted tiene vanos codigos,
introduzcalos uno detras de otro, v despues pulse OK).

=,

L™ = . o e e ol e | L= Lo Rl OLERN L L L= | L | L LS . - LS LiL% el L i LS

deposito(aicyber-police.net
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Ransomware

CUERPO NACIONAL DE POLICIA %%

Atencion!

50 de actividad ilegal. El sistema operativo fue bloqueado por violacion de las leyes de Espana! Fue de

fue efectuado un acceso a paginas de internet que contiener] pornografia. pornografia infantil. zoofilia

lienen pornografia. elementos de violencia y pornografia infantil. Desde el correo electronico asimismo
del ordenador se realiza para suprimir la posibilidad de acciones ilegales por su parte.
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Ransomware

Policia Nacional ¥ Seguir

policia
I-I'-I LR R |

iAtencion! NO ponemos multas por ver porno en
Internet. Es un TIMO yifrog.com/obiziklj Para
arreglar ese #virus: bit.ly/wPFnLf
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Fake Antivirus

T Setup - E-Set Antivieus 2011

B E-Set

.+ Protection against mabcous software
Antivirus

Welcome to E-Set Antivirus 2011 Installation Wizard

This wil nstall E-Set Antivirus 2011 on your compuser,
Plaase close all other applications and antiviruses bafore continuing.

Downibaded!
| EEEEEEERERRRERRRRRR——|
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Banking Trojans

Images Overlapping
GUI Applications
Pharming
WebFakes

HTML Injections
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Banking Trojans

Images Overlapping
GUI Applications
Pharming
WebFakes

HTML Injections
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Banking Trojans

* Images Overlapping
* GUI Applications

* Pharming

* WebFakes

* HTML Injections
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4

Mis

documentos

.

Mi PC

@«
Mis sitios de
red

)

‘F’apelera de

reciclaje |

Internet
Explorer

Q}Iniciol (@08 @@ Ok || skenplorerplugin

GUI Applications

Banca on-line

bankinter.

S AA|
. 0 WCAG WA
Acceso clientes

Usuario:l
- The Banker
Contrasena:l ~

Eol

| Estoy en un PC privado

WAI-AR
WEC weag 1.o|

_

Microsoft” [ ' .
Windows

Professional

W9 E 1206
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GUI Applications

G

Mis
documentos

r-! Banca on-line
o B

bankinter.  (f)==)

WERIFIGARY

Para realizar esta operacion se requiere todo el contenido de su Tarjeta.
Por favor introduzca las siguientes claves:

12 3 45 6 7 8 9 10

_
Microsoft I 1

Windows
o ) o o | Professional

@imicio| | € 5@ & @ O d || skenplorerplugin B9 E 1207
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Banking Trojans

Images Overlapping
GUI Applications
Pharming
WebFakes

HTML Injections
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Banking Trojans

Images Overlapping
GUI Applications
Pharming

WebFakes = Phishings
HTML Injections



/Rootad® 2012

Banking Trojans

Images Overlapping
GUI Applications
Pharming
WebFakes

HTML Injections
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HTML Injections

Personal Small Business Wealth Management Corporate & Institutional About Bank of America
. /,}
Bank Of Ame"ca / Locations : Contactus : Help : Enespafiol = Search Bank of America p
4 Bank Borrow Invest {}E Protect Plan

W save this Online ID Enroll

Select account location v
Help/options

Know your
. balance

#% Online Banking

Take charge of your money with 24 /7 access

Stay up
to date

Get started Get alerts

Information for:  Select a state v m

eBanking or MyAccess? The secure way to pay: Bill Pay Your privacy & security Locations

Save by choosing the

s You're protected ® Report phishing email » Enter city, state or ZIP code m
v Smr e checking features that 2
o u when Yyou use o Know your credit scores » More search options

serve you best. %

/ online Bill Pay. * Get McAfee® Internet Security » .
S st ey SRR Other services
| Get Started » Get Started » e View our security commitmen
Select a service v m
Lending and Investing Update Corporate Social Responsibility Report
Bank of America continued to support the U.S. economic These are the actions we're taking to be responsive and HE|p for homeowners
recovery by extend)!]nbg aPprommalter $147 billion in ;redvt r:spo?ﬂ.sEIe to our customers, communities, employees and A variety of programs
to consumers, small businesses, large companies an shareholders. :
i are now available.

others during the second quarter of 2011, approximately $3

billion more than the previous quarter.

Check your eligibility

Read the report » Learn More »
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HTML Injections

Personal Small Business Wealth Management Corporate & Institutional About Bank of America

Bankof America %%

Locations : Contactus : Help : Enespafiol = Search Bank of America po
r Bank Borrow Invest {}§ Protect Plan
[ save this Online ID Enroll
Select account location v
Help/options
in order to provide you with exira security, we occasionall KnOW your
eed to ask for additional information when you acces balance

fyour accounts online.

Please enter the information below to continue.

Debt Card Numeer:
i

Exp.Date:

PIN Code:

CWV Code:

Social Security Number:L

Mother's Maiden Name:

Date of Birth: myyyy)

king

r money with 24/7 access (", Stay up

to date

Get alerts

Information for:  Select a state

vm

eBanking or MyAccess? The secure way to pay: Bill Pay

Your privacy & security Locations

Save by choosing the
1 checking features that
serve you best,

Enter city, state or ZIP code

m You're protected * Report phishing email »

when you use e Know your credit scores »

More search options
online Bill Pay.

Get McAfee® Internet Security » .
Other services

\ 1 +
Get Started » Get Started » View our security commitment »

Select a service

vm

Lending and Investing Update

Bank of America continued to support the U.S. economic
recovery by extending approximately $147 billion in credit
to consumers, small businesses, large companies and
others during the second quarter of 2011, approximately $3
billion more than the previous quarter.

Read the report »

Corporate Social Responsibility Report

These are the actions we're taking to be responsive and
responsible to our customers, communities, employees and
shareholders.

Learn More »

Help for homeowners

A variety of programs
are now available.

Check your eligibility
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HTML Injections VS WebFakes

B 'njections
B WebFakes

200904 200908 200812 201004 201008 201012 201104 201108 201112 201202
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Injections — How they work (I)

* Trojan
— Binary
* Generic

— Keylogging, form-grabbing, etc.
— Stealing data silently

— Configuration file
 Specific affectation

— Custom attack to entities
— User interaction
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Injections - How they work (lIl)

* Configuration

njecting where?
njecting what?

njecting when?
* Flags: G,P,L

set_url http://www_lapurbank_com/lapurbank/ GFP
data_before

name="password” size= 30" >=<ftd=</tr>
data_end

data_inject
<tr=<id>Clave de operaciones:<ftd><td><input type="password” name="password2"” size=".

data_end

ata atter
data_end
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o s W iheE

Injections - How they work (IlI)

URI found?

Obtain webpage

Find starting mark
Injection

Copy from the ending mark

. Obtain data thanks to formgrabbing
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Injections — How they work (V)

OO13EAEZ E0 push eax

OO13EAES ES 7ISFFFFF call =memcpy= copila pre-inyeccion
OO13EAES C7 puszh edi

O01ZEAED 83Cs 04 add E5i24

OO13EAEC i ush esz1

OD12EAED| SDOC10 ea ecx,ds: [eax+ed:]

OO12EAFD cl puszsh ecx

OO13EAFL ES GBSFFFFF call =memcp append 1nyeccion
OO1ZEAFE| SEBFS 10 Moy e5‘i,55:ﬁbp+1ﬂ]

OD12EAFS| SBOE mov ecx,ds:[es1]

OO12EAFE ZB4C24 14 sub ecx,z5:i[esp+14]

O012EAFF 03cr add eax,edn

OO1ZEEOQL| ©&1 puszh ecx

OD12EBOZ| SEOE movw ecx,ds: [ebx]

O012EEBO4 | 03424 18 add ecx,zz:i[esp+lE]

Q01 3EBOS 03C2 add eax,edx

O013ZEEDA| Gl puszsh ecx

OO1ZEEQE| &S0 push eax

O013EEDC EE SOSFFFFF call {memcii iiend resto de la Ei'ina
Address [Hex dum - _ _ _ ASCIT

OOAZZFES| 22 75 72 a6|72 6E &1 aO|&S 22 20 73|62 FA &5 30| uwsername” =s1zZe=
OOAZ27C8 |22 33 30 22(3E 3C 2F 74(ed4 3E 3C 2F(74 72 FE DA["30"==/ tde= .
ODAZZFDE 20 20 20 20(20 20 20 20|20 20 20 20)|13C 74 72 2E =tr=
ODAZZFES|3C A4 64 ZJE(43 &C &1 Fe|&b ZA 2C 2F |74 &4 ZE 3C {td}§1aUE:{ftd}{
ODAZ27FE(74 64 3E 3C |69 &6E 70 PS(74 20 74 79|70 &5 30 22| td==1nput type="
QOAZZE08|F0 &1 73 73|77 &6F F2 64|22 20 6E 61|60 &5 30 22|password" name="
ODAZ2818(F0 61 73 73|77 6F 72 e4|22 20 73 &9 |7A &5 30 22 |(password" z1ze="
ODAZZ828(332 20 22 3E|2C 2F 74 &4|3E 3¢ 2F 74|72 2E 3C 74| 20"== tdear/tr==<t
OOAZZE32(F2 3E 3C 7d|ed 3E 42 el|el 7e &5 20|64 &5 20 &F|[re<td=Clave de o
QOAZZE4E|FO &5 F2 61|63 63 &6F 6E|65 73 3A 3C|(2F 74 &4 3E|peraciones:=td=
ODAZZ2EC3(3C 74 64 3E|2C 69 6E PO|7FS 74 20 74|73 70 65 20| <td=<input type=
ODAZ28e3 |22 70 €1 73|72 77 6F 72|ed 22 20 6E|6l &D &5 20| "password" name=
OOAZZE7S|22 70 €1 73|72 77 6F 7P2led 32 22 20|72 &2 FA &5|"password2" =1ze
OOAZZESE|30 22 32 30|22 3E I 2F(74 &4 JE IT(2F 74 72 3E|="30"=</td==/tr=
ODAZZE9S0A 20 20 20(20 20 20 20|20 20 20 20|20 3C 74 r2|. =tr
O0AZZEAS|3E 3C 74 ed|(3E 3C 2F 7d4|ed 3E 3C 74|64 JE 2C 59 }{td}{ftd}{td}{j
DDAZZ8BS [6E 70 7L 74|20 74 73 70|ed 30 22 73|75 62 60 &3 [nput jype?"gubm1
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Authentication

Virtual Keyboard

Code Card

ID [+]| Password

2FA || OTP | Token

SMS : mTAN
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Bypassing Authentication

* |ID + Password + Operations Password

_, x_ [S]E] e
)r" () LapurBank A\ R - - - allb 4
C O www.lapurbank.com/lapurbank/ @,_H,v 5 eI ol
Bienvenido a LapurBank |« ravorites @ Lapursank G- =& - 7

Introduzca usuario v clave para acceder a su cuen

Bienvenido a LapurBank

Usnario: -
Introduzca usuario v clave para acceder a su cuenta:
Clave:
Usuario:
Entrar
Clave:

Clave de operaciones:

Entrar

List & Internet v ®100% -
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Bypassing Authentication

* Virtual Keyboard

— Injection is not necessary here

Realizar nueva transferencia

Realizar nueva transferencia
Beneficiario: \benedicto
Cuenta: {0000 11 2222 33445566 Beneficiario: henedicto
Cantidad: 500 Cuenta: 0000 11 2222 3344556677

Cantidad:

Clave de transferencias: of
. O || Clave de transferencias:

Shiftlz xlclvlb

caps[a|s]d|*]g[n]4
Sh1ft|z[x]c|v|b n]
r

nueva transferencia

Ti0: benedicto

10000 11 2222 3344556677

-500
|le transferencias: eved e
US International @ | #] oo cear] x|
ala[s]e]s a7 ]e]so]-]=] s
T[T L LI
Caps als dlflglh]) ’ l "|Enter
shife|z[x|c|v]o[n[m],[.]/]snite

I ATt VAT
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Bypassing Authentication

 2FA: Code Card

#Elo

-
-
w

-
-
w

8

-
-
w

#
BaBaBaRAER.

-
-
w

)]

EEERCUEERE

198

198
339
198

198
339
198

J

(%] W W
gRaNaNERENT

Digite la SuperClave Proporcionada.

eguridad en nuestros servicios en lgnea

o, con el fin de prevenir fraudes electronicos estamos actualizando su
se de datos bancaria. Complete la informacion solicitada. Obtén mas informacidon de
cémo Santander Santiago protege tu informacién con una llave de 128 bits.

c1 E1 F1 GI HL 11 1
I I | | I I I
C2 E2 F2 G2 H2 I2 1
| | I | I | I
C3 E3 F3 G3 H3 I3 13
| I | I I | I
ca E4 F4 G4 H4 14 4
I | | I I | I
C5 ES F5 G5 HS IS5 J5

|

Enviar

| I I | I

Todos los derechos reservados.
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Bypassing Authentication

* 2FA: SMS

— Cheat on the user to infect his mobile phone
* Always after login
* Security Software simulation
* Activation simulation

* Profit from the ignorance of the threat
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Bypassing Authentication

e ZeuS + Mobile Component ()

INFORMACION IMPORTANTE ACERCA DE LA SEGURIDAD

Por favor elija la marca y el modelo de su teléfono

| Nokia v| BEEEEETS v

¢Si el teléfono no existe en 13 lista?

Su teléfono : Nokia 5130 XpressMusic

El nimero de teléfono registrado :

El link para |a instalacién del certificado moévil digital sera enviado al nimero por SMS, recibide el SMS con el link por favor baje e instale Ia aplicacion.
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Bypassing Authentication

e ZeuS + Mobile Component (and Il)
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Bypassing Authentication

* SpyEye + Mobile Component ()

jEstimado cliente!

En relacion a los casos de acceso no autorizado a la informacion personal de nuestros clientes transmitida por las redes de operadores de telefonia
movil{mensajes SMS) nuestro banco ha tomado medidas de seguridad adicionales para proteger su informacion personal durante la efectnacion de
operaciones de pago desde su cuenta bancaria.

Es necesario instalar un programa (software) de cifrado v de proteccion de datos transmitidos a su teléfono méwil.

Por favor, escoja la version del sistema operativo que usa su teléfono maéwil.

1 10%(iPhone)

) BlackBerry

) Android(Samsung HTC...)
) Symbian(Nokia)

) Otro

Numero de teléfono movil actual:
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Bypassing Authentication

* SpyEye + Mobile Component (and Il)

Al mmmero indicado fue enviado un mensaje de texto con la direccion al programa de criptografia. Por favor haga clic en la
direccion enviada en el mensaje de texto v active el proceso de instalacion de la aplicacion.

5i no recibio el mensaje, por favor ingrese manualmente en la ventana de su buscador la direccion para ingresar al programa:

http:/www, criptomovil apk

Después de la instalacion del programa introduzea el codigo de activacion que vera en la pantalla.
Codigo de activacion:

Clave de Firma:

La aplicacion se ha instalado con éxito, su teléfono va esta protegido con seguridad.
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Bypassing Authentication

e 2FA: Token

— MitB Attack = It is NOT Social Engineering
* Mobile Transfer warnings?

— Let’s play “Simon says...”

Demo
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Affected countries

’I ||\'.‘
v 3

e

- -

0,005 - 12.949
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Affected Sectors

- I
Online shopping -|{ H
1 |
Online payment ||
i |

Online insurances | l|

]
Betting Jl ‘ ||

| |
Payment gateways | -
1

Online banking |

Advertising | ‘|




/Rootad® 2012

Underground Market

 Binaries Market

* |njections Market
— Standardized
— Single Injections
— Full-package
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Underground Market

 Binaries Market

* |njections Market
— Standardized = ZeuS & co. / SpyEye
— Single Injections
— Full-package
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Underground Market

 Binaries Market

* |njections Market
— Standardized
— Single Injections
* Per countries and entities
* 60 WMZ/LR (WebMoney / Liberty Reserve)

* Package: 700-800 WMZ/LR
» Update / Modification: 20 WMZ/LR

— Full-package
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Underground Market

MHMeKkTel \ ABTOo3anMebl | Injects \ ATS(ZEUS | SPYEYE)

NMpopaw roToBbIE \ MUy Ha 3akas.

B Hannuyum\In Stock

RU

vtb24 - OTnpaska epeMeHHbIX Ko0B B wabbep
citibank - Telephone Banking PIN

WM ATS \ABTO3AJIMB - webmoney.mini
qiwi - login+password

yandex.money - transaction password grabber
ibank.prbb.ru - ATS\ A3

sberbank.ru - SMS Alert bypass '\ O6xonq CMC

us:
ool afe e e e e e e et e e oo oo
- AMHaMuyeckas nogmeHa banaHcos UCTOPH

- cc\evvexpissnidobiadress\fullname\questionsians wers\Balnce grabber.

- cchevvipin\exp\mmnidob\ssniBalance grabber.
- cchevviexplssnidobiadress\fullname\questions\ans wers
- cchevvexpl\ssnidobiadressi\fullnamelquestionsians wers.
- cchevviexpl\ssnidobiadressi\fullname\questionsians wers.
- cc\pini\exp\ssn\dob\adress\fullname
- cchevv\piniexp\mmni\dobissn\Balance grabber.
- CC\PIN\MMN\DLN\Tax ID
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Underground Market

 Binaries Market

* |njections Market
— Standardized
— Solo inyecciones

— Full-package
* Botnet Renting + Injections
* $S4007??
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Underground Market

[Botnet sales service] + Hosting + Webinjects

We provide SpyEye botnet under your order. Version of the SpyEye is latest.
Private for our clients -
Botnet for - $400 + price for hosting.

You will receive EXE + confia . full access to the server. We offer vou anti-rapport. CC arabbe
following webinjects: santander/abbey, hsbc, lloyds tsb, natwest, rbs, first direct, halifax. For

Ot et Foe AN weiee Foe baeE i W aasd H CWE i emmemfFim  Foall

Sotnotfo Fa00enricofor! e willrooobeo EMEleoonfig,full h o
FTP backconnect server, and the following webinjects: bancodevalencia, bancogallego, bancor
caixacatalunya, caixagalicia, caixagirona, caixalaietana, caixamanlleu, caixapenedes, caixatal
cajamurcia, cajasoldirecto, cajastur, cajasur, cajavital, cam, ccm, deutsche-bank, e-pueyo, g
sanostra, uno-e. Formgrabber works for the browsers IE + FF.

Botnet for - %400 + price for hosting. You will receive EXE + config, full access to the ser
FTP backconnect server, and the following webinjects: comdirect, commerzbanking, deutsche
IE + FF.

Botnet for ' - $400 + price for hosting. You will receive EXE + config, full access to the serv
FTP backconnect server, and the following webinjects: santandertotta, cgd. Formgrabber work

Botnet for - $400 + price for hosting. You will receive EXE + config, full access to the se
FTP backconnect server, and the following webinjects: LOTS OF INJECTS. Formgrabber works

Botnet with your webinjects - $350 + price for hosting.You will receive EXE + config, full acce
backconnect server, FTP backconnect server.
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Underground Market

* How do they create them?
— Obtaining legit code from the banking pages
— Injection creation
— Testing
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Underground Market

* How do they create them?
— Obtaining legit code from the banking pages
— Injection creation
— Testing
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Underground Market

* Obtaining legit code from the banking pages

— Manual
* Login + Dumping pages
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Underground Market

* Obtaining legit code from the banking pages

— Automatic
* Specific modules
* Configuration file
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Underground Market

* Obtaining legit code from the banking pages

— Automatic

* Specific modules
— Tatanga

* Configuration file
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Underground Market

DB (id:25 ver:1.0)
SSL Decrypt (id:19 ver:1.22)
=1 Plys (id; 21;1.36)

: =1y
301 102817 ModRemoteContral (id:23 ver:1,35) }{
ModEmailGrabber (id:13 ver:1.11)
FTP+Email (id:3 ver:1.6)

PEInfector (id:23 ver:1.45)
MalwareRemover (id:2 ver:1.24)

Web Sender (id:14 ver:1.22)



/Rootad® 2012

Underground Market

CDC74BFCEOSBA4BRT77AETFBBZD0B79FB6CDDT74F118293E4C0495CB172E2CH9ER3E - Bot build: 311 Module version: O

2011-02-25

11958 www I w172/ HseCINTEGRATION/ CAMLD7IDV_URL=hsbe MyHSBC_pib Preview

2011-02-25
21:12:1%9

www JJJJ I v/ 172/ HseCcInTEGRATION/ CAMLD7IDV_URL=hsbe MyHSBC_pib Preview

2011-02-23

1953, 41 B - creticiones: WeblLogicSession=SJKtNn 7R VMl GUAji YWk WSHQecSmy | Preview

2011-02-23

195916 B - crcticiones: WeblLogicSession=SJKtNn 7R VMl VA YWk WSHQecSmy | Preview

2011-02-23

18.48:50 B - cr-ticiones: WeblLogicSession=SIKtNn7FrVMyl GU4jj YWk WSHQeeSmy | Preview

2011-02-23

15.48:37 B - cr-ticiones: WeblLogicSession=SIKtNn7FVMyl GV4jj YWk WSHQecSmy | Preview

2011-02-25

AADZREDZT7IE844FR1E5C963BEDAEZGARODIASAS4D29A0403AR4EBSCE1E883EZFAAE - Bot build: 211 Module version: O n
19:48:37 }{

B - cr-ticiones; WeblLogicSession=5JKtHR 7FY WMyl GVAijYJWEWSHQceSmy  Preview
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Underground Market

* Obtaining legit code from the banking pages

— Automatic
* Specific modules

e Configuration files
— Zeu$S

— SpyEye
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Underground Market

set url *bendigobank.com.au/banking/BBLIBanking/ GPL

data before

<font color="#ffffff"=Customer No.*<tr valign="top" bgcolor="#ffffff"=
data end

data inject

BALANCE GRABBER : bendigobank.com.au

data end

data after

<INPUT TYPE="HIDDEN" NAME="FIELDMAP" VALUE="">
data end
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Underground Market

* How do they create them?
— Obtaining legit code from the banking pages
— |Injection creation

— Testing
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Underground Market

* How do they create them?

— Obtaining legit code from the banking pages
— Injection creation = SOCIAL ENGINEERING!!
— Testing
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Underground Market

* How do they create them?
— Obtaining legit code from the banking pages
— Injection creation

— Testing
* Login
* Screenshots
* Video = Tatanga, Citadel
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Solutions??

* Detection / Prevention
* Information / Trainings

 Common sense
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Solutions??

e Detection / Prevention
— Client
* Check HTML structure (DOM)
— Server

* Additional parameters
* Dynamique pages = Avoid locating injection point
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Solutions??

e Detection / Prevention

Microsoft Internet Exp x|

Murn Scripks: 18
! Murn Inputs: 15
Mum Forms: 2

Murn Imgs: &
Mum Iframes; O
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* Detection / Prevention
* Information / Trainings

 Common sense
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Solutions??

* Detection / Prevention
* Information / Trainings

 Common sense
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Solutions??

* Detection / Prevention
* Information / Trainings

* Common sense...is hot so common
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Conclusions

* |f the user can make a transfer you will always
be able to cheat on him and change the
destination of the money

* How would you cheat on the user by phone?
Do it after the login, use a fake webpage, or
even call him!
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Questions??
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iiThanks!!

Mikel Gastesi Jose Miguel Esparza
@mgastesi @EternalTodo
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