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SopelkaBotnet- Campaigns

Campaign Date Trojan Path Countries

Sopelka1 01/05

30/05

Citadel

1.3.4.0

/sopelka1/file.php|file=citsp1.exe

/sopelka1/file.php|file=sopelka1_config.bin

ES,DE,

NL

Sopelka2 01/05

30/05

Citadel

1.3.4.0

/sopelka2/file.php|file=citsp2.exe

/sopelka2/file.php|file=sopelka2_config.bin

ES

Tatanga 15/06

15/07

Tatanga /sec/g.php IT, ES,

DE, NL

Feodo 15/06

15/07

Feodo /zb/v_01_a/in/cp.php ES,NL,

DE, IT

Sopelka3 15/08

24/09

Citadel

1.3.4.5

/sopelka3/file.php|file=citsp3.exe

/sopelka3/file.php|file=sopelka3_config.bin

ES, DE



SopelkaBotnetςInfection(I)

ÅExploitKit: BlackHole



SopelkaBotnetςInfection(II)

ÅSPAM



SopelkaBotnet- Injects

ÅMinimalHTML codein the configfile

ïExternalJavascript files

ïOnefile per affectedentity

ïDownloadingviaPHP file

Åhttps:// domain.com/dir/get.php/campaignDir/?name
=inject.js

ïSametechniqueusedin the 3 malware families

ïTatanga URL (Injectsserver?)

Åx.php?cmdid=8&gettype=js&id=inyeccion.js&uid=0000



SopelkaBotnet- Injects

ÅCitadel

ÅTatanga



SopelkaBotnet- Injects

ÅTatanga stringsin a Citadelconfig



SopelkaBotnet- Injects

Å2FA



SopelkaBotnet- MyCoolSMS

ÅUsingAPI to sendSMS to the victims

ÅάExecutiveέ accounts

ÅThreeknownusers: smshumor/danieliv/hgm



SopelkaBotnetςsmshumor

ÅUsedin Sopelka1/2 campaigns(May)
ïFromMarchto July

ïSometestsperformedin Marchand April

ïFonYouvirtual numbersfor testing (Spain)

ïURIswith links to .jad (5.1%) and .apk (94.9%)

ïάBancoMovilέ όфф҈ύ ŀǎ sender
ÅAlsoάSecureInfoέ ŀƴŘ άMobilBankέ

ï2407 SMS sent
Å240 ϵ



SopelkaBotnetςdanieliv

ÅFeodo/ Tatanga campaigns

ïJulyand August

ïJust.apk (76%)and .jad (24%) again

ïSentto Germany/ Italy / Netherlandsmostly

ï574 SMS

Å99.8ϵ



SopelkaBotnet- hgm

ÅActive since end of July

ïHeavily used during Sopelka3 campaign (Sept)

ïSMS sent to Spanish and German phones

ïAlso links to .sis (10%)

ïά¢h//hέ ŀǎ ǎŜƴŘŜǊ

ïInternal communication

ï1162 SMS

Å188ϵ



SopelkaBotnetςMobile apps

ÅMobile components known since 2010
ïAndroid
Å19th of July 2012

ïBlackBerry
Å20th of August 2012

ïSymbian
Å9th and 20th of August 2012

ÅSame admin phone numbers
ïSwedish virtual numbers
Å+46769436094
Å+46769436073



SopelkaBotnetςMobile apps

ÅSymbiancertificatesĄmail (test)



SopelkaBotnetςMobile apps

ÅSymbiancertificatesĄmail (campaign)



SopelkaBotnetςBankingpanel

ÅRussian+ English



SopelkaBotnetςBankingpanel
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SopelkaBotnetςBankingpanel

ÅCommands(injects)

ïServer sideĄNot all implemented

Ågetinfo: getsinfo from the server, eventransfers

Ånewdate: new transfer

Åhas: checksif that info existsin the database

Ågetvalue: obtainsomestoreddata likecodescard

Ålog: just logging



SopelkaBotnetςBankingpanel

ÅStolen data
ïAt least 9,000  banking users

ïConfigs
Å60% affects to Spanish entities

Å15% affects to German entities

Å15% affects to Italian entities

ÅThe rest to Netherlands and Money Transfers

ïInjects against more than 30 companies
ÅFound data of 5 Spanish and 2 German

ïThe campaignDirdirectory separates campaigns



SopelkaBotnetςBankingpanel

CampaignDir Firstusedate Lastusedate Totaluse

/ decit/ 2012-07-24 2012-09-19 30%

/ replace_hgsdonf/ 2012-05-04 2012-09-20 27%

/ fixan/ 2012-05-21 2012-09-06 19%

/ foxes/ 2012-05-21 2012-07-07 14%

/ fixit / 2012-06-26 2012-08-15 5%

/ denew/ 2012-07-24 2012-09-17 4%

/ replace_zeus/ 2012-05-05 2012-09-18 0.7%

/ mex/ 2012-09-04 2012-09-20 0.2%

/mes/ 2012-09-04 2012-09-19 0.1%

/ nor/ - - 0%

/ gni/ - - 0%

ÅOnedatabaseper campaign
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SopelkaBotnet- Infrastructure

ÅTrojanservers

ÅDNS servers

ÅBankingpanel servers

ÅInjectsservers

ÅServers to sendSMS

ÅSend/ReceiveSMS providers

ÅMobile componentsservers
ïAt least13 domains



SopelkaBotnet- Infrastructure

ÅCitadeldomainsstats (autumn.kz, wet.kz, advia.kz)

ïIPsgeolocation(05/09/2012)
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SopelkaBotnet- Infrastructure

ÅCitadeldomainsstats

ïUniqueIPsconnectingto advia.kz (05/09/2012)
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SopelkaBotnet- Infrastructure

ÅCitadeldomainsstats

ïTotal uniqueIPs(01/09/2012 - 07/09/2012)
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SopelkaBotnet- Infrastructure

ÅFeodo

ïMore than 30,000 infections

ÅItaly!!

ÅTatanga

ï3,000 infectionsaprox.

ÅGermany

ÅSpain



SopelkaBotnet- Infrastructure

ÅBinaryupdates(Citadel)
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SopelkaBotnet- Infrastructure

ÅBinaryupdates(Citadel)

ïRobocrypt

ïStyx



SopelkaBotnet- Infrastructure

ÅInternalcommunication/ tests
ïMobile phonenumbers
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ïSpainĄ FonYou
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ÅRussianprepaidSIMs(Beeline)
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SopelkaBotnet- Infrastructure

ÅInternalcommunication/ tests

ïMessagesin English

ïSomeproofspointingto Manchester

ÅUsingsamevirtual number(hgm)

ÅUsingSMS2Email accountwith Manchester IP

ÅAccountdata

ïButpaymentswith Russianvirtual credit cardsΧ



SopelkaBotnet- Summary

ÅCitadel / Tatanga / Feodo

ÅSince April to end of September 2012

ÅInjects + Mobile component (apk, jad, sis)
ïNo automatic transfers

Å4 European countries affected

ÅHigh infection level

ÅRussian / English banking panel

ÅDifferent nationalities group (?)
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